OCTOPUS

We are hiring a
Manager -
Information
Security

Here at Octopus Bl we continually strive to put a tentacle into every organisational
data silo and help our customers make real time, data informed decisions. It's that
critical time for us between Seed and Series A and an amazing opportunity for
someone with significant product capability to help take us to the next level.

Key Responsibilities

« Perform Vulnerability Assessments for products developed at OctopusBI. Ensure
the products are developed according to the security best practices and
compliance requirements.

« Be a subject matter expert in Web Application security and solutions

« Manage internal and external vulnerability programs and work closely with
DevOps and software development team.

 Maintain compliance implementations including ISO27001, SOC2 and GDPR
while playing the role of an Information security Officer for OctopusBl.

» You have a penchant for product best practices across both discovery and
delivery (CI/CD) and are an advocate of modern ways of working.

« Maintenance of ISO27001 Certification.

» Conduct hands-on training sessions to Cyber Security team and for other staff
members.

 Conduct information security awareness sessions.

« Work closely with the Internal IT Tam for new implementations and security

oroduct evaluations.

» Incident Response and remediation.

« Lead the Cyber Security Team and manage external projects.

« Work/Assist and participate in cross functional teams such as DevOps , QA and IT.

Qualifications and Experience

» Degree / Postgraduate qualification in Cyber Security or equivalent.

« 4+ Experience in Cyber Security Domain

« 1-2 Years of Hands-on experience in Vulnerability Assessments &amp;
Penetration Testing.

» Experience reviewing application code for vulnerabilities and provide
recommendations.

« Relevant industry certifications ( C|HFI, C|EH, eCPPT, CISSP, OSCP, ISO Lead
Auditor)

« Experience in Cloud Computing and Cloud Security (AWS / GCP)

» Experience using vulnerability management tools

» Experience using and managing EDR solutions ( Crowdstrike , Cylance,
TrendMicro)

» Effective Communication and language skills.

Please forward your CV to info@octopusbi.com

and mention the post applied for in the subject line




